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. . Currently, almost everyone spends more time on online social media platforms
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engaging with and exchanging information with people from all over the world,
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from children to adults. Our lives are greatly influenced by social media sites like

Twitter, Facebook, Instagram, and LinkedIn. The social network is evolving into

a well-liked platform for connecting with individuals across the globe. Social

media platforms exist as a result of the enormous connectivity and information

Publication Issue sharing that the internet has made possible. Social media's rising popularity has
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had both beneficial and detrimental consequences on society. However, it also
has to deal with the issue of bogus profiles. False profiles are often constructed

by humans, bots, or cyborgs and are used for phishing, propagating rumors, data
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breaches, and identity theft. Thus, we are emphasizing in this post the
significance of setting up a system that can identify false profiles on social media
networks. To illustrate the suggested concept of machine learning-based false
news identification, we used the Twitter dataset for phony profile detection. The
suggested model involves pre-processing to improve the dataset's quality and
minimize its dimensions by modifying its contents and features. To forecast the
bogus profiles, the widely used machine learning algorithms are used.
Keywords : Fake Profile, Twitter, Phony Identities, Detection, Social Network
Analysis, Kaggle Dataset, Machine Learning.

I. INTRODUCTION and everyday activities by users of this site draws a lot

of people to it. From 2007 through 2023, Facebook or

Social media has a big impact on how we live now. Twitter or Twitter will become more popular. Users
Social networking services are widely utilized in daily may add friends and exchange a variety of information,
life as a medium for communication between including personal [2], social, economic, educational,

individuals [1]. The constant sharing of information political, and corporate information. Additionally,
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they may communicate daily by exchanging images,
videos, and other materials. Some users, meanwhile,

don't utilize these websites objectively [3].

Twitter has 695.1 million monthly users and 289
million daily active users. Additionally, Facebook adds
six new members per second, or around 550,000 new
users every day. On Twitter, a tonne of information is
shared every day [4]. One may access the most well-
liked articles, the newest hashtag, news, and details
about their most recent vacation on Twitter. People
can respond, like, comment, trade ideas, and express
their opinions within the given 280 characters. There
are frequently rumors, but there are also serious
concerns that are looked at. These rumors cause
tension among the various social groups. Recent
revelations have raised questions about privacy [5],
exploitation, cyberbullying, and incorrect information.
False profiles are used in all of these actions. We view
accounts that were formerly genuine but were
Such

accounts that contain personal data that does not

subsequently hacked as fraudulent accounts.

belong to the individual who established the account
are sometimes referred to as phony accounts. A
falsified account is one that incorporates made-up
personal information. Deception, the dissemination of
potentially harmful material, and a desire to meet new
people are some of the causes of establishing phony

users. These bogus documents are difficult to spot [6].

A variety of machine learning algorithms, including
neural networks (NN) [7], naive bayes, Markov models,
and Bayesian networks, have been developed to
identify bogus accounts on social networking sites. To
find criminal users who could deceive individuals, ML
[8] algorithms were used, although platforms had an
equal number of profits and losses. It all depends on
who is using it and what their objectives are. Social
media may be useful for interacting with people,
studying, having fun, and learning new things [9].
Those with bad intentions, however, could harm other

individuals. One of the problems is creating a phony

account and utilizing it to harass individuals or disturb
others. A neural network is made up of several linked
processing components. It makes choices similarly to a
human brain. For classification, supervised machine
learning algorithms called support vector machines
(SVM) [10] are employed. To categorize the data, it
locates the hyper plane. Based on a variety of account
criteria, neural networks [11] and SVM are appropriate
for detecting phony accounts on social networking
sites since they can take a significant quantity of
random input [12]. On the Bayes theorem, the Naive
Bayes classifier [13] is based. It forecasts the likelihood

that a particular variable belongs to a specific class.

II. RELATED WORK

Fake accounts are expanding as a result of the
popularity of social media sites. The creation of such a
phony account or identity is done for a variety of
nefarious reasons [14]. The use of these false personas
is particularly detrimental to society and can lead to
participation in a number of online and offline crimes
[15]. The method put forward by [16] is an intriguing
solution to the issue of identifying bogus accounts in
social networks. In order to build a detection system,
they adopt a point of view based on the victims of these
phony accounts in this article. In this instance, they
described "Integro" as software that was built on a
graph-based algorithm with a raking scheme while also
using some end-user activities. They claim that the
user can see everything that happens throughout this
procedure, and that "Integro works on social networks
that only approve bidirectional friendships." To be
more precise, they utilize user behaviors and easily
accessible user data. After obtaining this data, they
employ it to train a victim classificatory that enables
"Integro" to identify phony accounts from that starting
point and locate future victims. According to Chu et al.
[17], Twitter accounts run by humans, bots, or cyborgs
(i.e., bots and people working together) should be
distinguished. An Orthogonal Sparse Bigram (OSB)

text classifier that employs pairs of words as features is
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used to identify spamming records as part of the
formulation of the detection issue. The gathers the
Twitter dataset for research [18] from April 2010 until
July 2010. The dataset is very unbalanced, with a fake-
to-real user ratio of 1:10; this imbalance is corrected to
an equal ratio by deleting tweets that are not in
standard English. Three categories within a month,
within two months, and within four months are used

to categories tweets.

Many of these issues are concentrated on the social
network Twitter, where bogus and spam accounts are
heavily policed. The suggestion in [19] takes a different
methodological tack. In this instance, they focused
their efforts on grouping spam accounts together by
organizing these groupings according to shared
features. Spammer profiles may also be automated,
false accounts with the purpose of spreading false
information who follow several accounts to broaden
their audience. They utilized a crawler to collect the
necessary data over the course of two months by
looking for spam-triggering terms in a large number of
After that,

Component Analysis to extract 15 features, used the k-

actual tweets. they wused Principal
means method to locate groups of accounts that shared
the same spam tweet semantics, and used this

information to train three separate classifiers. Twitter

supporter markets are analyzed by Stringhini et al. [20].

They list the characteristics of Twitter aficionados who
promote and classify the patrons of various company
sectors. According to the authors, there are primarily
two types of profiles that pursue the "client": hacked
accounts and phony accounts (also known as "sybils"),
whose owners do not assume that the number of their
followers is growing. Clients of follower markets may
include politicians or celebrities who want to appear to
have a larger fan following, or they may include crooks
who want to make their profile appear more real so
they can transmit malware and spam more quickly.
The [21] carefully verifies 5,386 real followers and
13,000 bogus followers that were acquired. The
attributes used by an ML model to distinguish between

fake and real users include the number of followers,
follower sees, favorites, followers, and listed users. For
false and real wusers, the wvalues of Cumulative

Distribution Frequency are extremely distinct.

In [22], which also covers other feature reduction and
selection strategies, a support vector machine-based
neural network solution to fraudulent account
identification in twitter is covered in length. The
method described in [23], where they examine a
method to detect hostile bots that ultimately are phony
accounts, is another suited strategy for detecting
fraudulent accounts and fake profiles. They claim that
the issue with these bots as phony accounts is that they
may greatly increase their reach by publishing false
news and forming fictitious connections with actual
people. This study established a methodology where
each account is taken into consideration on its own,
and the veracity of each tweet and follow action is also
examined. The work was only focused on Twitter and
used Twitter's URL features for gathering information.
They utilize a Learning Automata algorithm to
evaluate whether an account is a bot or a user of the
the

information from the URLs. In this instance, it may be

social network after collecting necessary
seen of as a technique to employ machine learning to
identify harmful bots, but with a completely different
approach to information gathering. Thomas et al.'s [24]
investigation looks at black market profiles used to

spread Twitter spam.

An algorithm was presented by Xiao et al. to identify
groups of phony accounts on social media before they
do harm or interact with real people [25]. It uses the k-
means clustering method to group the accounts into
groups, identifies cluster level properties [26], scores
the accounts in each group, and assigns labels to the
groups based on the group's average score. In order to
identify false accounts in social networks, a model built
on the similarity between the user's buddy networks is
suggested in [27]. The adjacency matrix of the relevant

social network graph is used to generate similarity

Volume 9, Issue 3, May-June-2023 | http://ijsrcseit.com



Ms Farah Shan et al Int. J. Sci. Res. Comput. Sci. Eng. Inf. Technol., May-June-2023, 9 (3) : 555-568

metrics like mutual friends, cosine, Jaccard, L1-
measure, and weight similarity. The suggested model is
assessed using the Twitter dataset and the SVM with
medium Gaussian. The author of [28] offers a graph-
based strategy to reduce bogus accounts in social
networks. Similar to this, the effectiveness of a
collection of approaches is verified. To detect false
profiles in online social networks, an ML [29] and NLP

system is described in [30].

Additionally, the NB algorithm and SVM classifier are
included to improve the accuracy of bogus profile
detection. [31] presents a graph-based strategy that
gathers anomalous characteristics from several
accounts to create a graph, which is then used to
identify the densely linked person and locate
fraudulent profiles. The paper discusses a study that
looked at identifying phony accounts made by people
as opposed to bots in [32]. Research is being done to see
if data from earlier research to identify bot accounts
can be effectively used to identify phony human
accounts. Engineered traits that had previously been
utilized to successfully identify fraudulent accounts
made by bots are added to a corpus of human accounts.
Comparable to this, in [33], a deep neural network-
based solution is given that identifies the bogus profiles
with the region attributes by using text and user
features. In order to identify fraudulent profiles, the
technique [34] takes into account how similar friends
are across various accounts. Additionally, a two-layer
strategy is proposed that categorizes profiles based on

meta data [35] and topological information.

I11. Problem Definition

The development of phony social media profiles is
rising together with the number of persons utilizing
OSNs, as can be shown. The primary driving force
behind the identification of these fake accounts is the
fact that they are typically created to engage in cyber
extortion or to commit cybercrimes covertly or under

an alias. As a result, the rate of cybercrime has

significantly increased over the past year. Additionally,
the creator of phony accounts occasionally seeks to
profit off of people's goodwill by disseminating
misleading information or making fraudulent [36]
claims in order to steal money from unwitting victims.
Additionally, individuals are establishing several
accounts that do not belong to anybody and were
simply made to increase the number of votes in online
voting systems and online games in an effort to earn
referral bonuses. In-depth analysis is done on the issue
of fraudulent account identification in social networks.
Numerous approaches have been addressed in
literature; each has advantages and disadvantages.
They endure suffering, nonetheless, in order to do
better. As a result of the literature review, it is possible
to adapt profile level trust, prior information [37] level
confidence, and profile level trust to solve the issue of
fake account detection. The effectiveness of false
detection and access restriction may be enhanced by
implementing the trust assessment with different

degrees [38].

IV. Why Do Phony Profiles Get Made?

In situations of Advanced Persistent Threat, fake
identities on social media are frequently used to
transmit malware or a link to it. Additionally, they are
utilized in harmful actions like sending spam [39] and
junk emails, as well as in some programmers to
advertise them by artificially increasing the number of
users. A report claims that a Facebook-supported
gaming application offers rewards to users/players who
invite an increasing number of their friends to join the
game. People therefore create false accounts out of a
need for incentives. A huge number of false accounts
may [40] be made by politicians or celebrities in an
effort to highlight their vast fan bases, or they may be
created by cybercriminals in an effort to make their
accounts appear more authentic. To increase the rating
of a product or application [41], the owner or

corporation may use applications like online surveys
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where fraudulent accounts are employed to obtain

greater feedback.

V. Machine Learning

Applications for machine learning [42] that resolve
problems and automate in numerous sectors have
increased at an extraordinary rate. This is mostly due
to the growth in the amount of information that is
available, significant in machine
[43]

computing power. There is no denying that machine

improvements

learning techniques, and advancements in

learning has been used to a variety of complex and

modern network management and operation problems.

For specialized networking industries or particular

network technologies, many Machine Learning
surveys have been undertaken. Data screening and
inference are made possible by machine learning. It
encompasses applying knowledge and enhancing it via
experience and time, going beyond merely acquiring or
obtaining information [44]. Machine learning's main
goal is to find and utilize hidden patterns in "training"
data. It is possible to categories or map new data to
existing categories using the learnt patterns. All
artificial intelligence subjects fall under the umbrella
of machine learning, which calls for a multidisciplinary
approach that incorporates knowledge of probability
theory, mathematics, trends detection,
modelling (DM),

control, computational neuroscience, and theoretical

dynamic
cognitive psychology, adaptive
computer science.

5.1 C4.5

Quinlan developed C4.5, a decision tree-generating
method, to create Classification Models (Quinlan,
1993). To get the
fundamental ID3 algorithm was extended. The ID3

around these drawbacks,
method was enhanced by the C4.5 algorithm, which
made a number of changes. In order to increase
prediction accuracy, C4.5 [45] actually performs a

recursive partition of observations in branches to build

atree. To do this, a variable and matching threshold for
the variable that divides the input data into two or
more subgroups are found using mathematical
techniques. This process is continued until the entire

tree has been built at each leaf node.

5.2 Support Vector Machine (SVM)

By supplying relevant data with a feature and creating
a classifier that shines on hidden data, support vector
machine classification seeks to distinguish between
two groups. The most basic type of support vector
machine is maximum range classification. Binary
classification using linearly separable training data is a

typical approach to the main classification issue.

5.3 Artificial Neural Network (ANN)

Artificial neural networks are computer simulations of
organic neural networks. Another name for a neural
network is an ANN. The idea behind ANN [46] is
mostly inspired by biology, where the neural network
is crucial to the functioning of the human body. The
human body is used for practice in the neural network.
A neural network may be conceptualized as a group of

linked input/output units, each with a distinct weight.

5.4 Random Forest

A supervised learning approach called random forest is
employed for both classification and regression. But it
is mostly employed for categorization issues. As we all
know, trees make up a forest, and stronger forests
result from having more trees. Similar to this, the
random forest method builds decision trees on data
samples, obtains [47] predictions from each one, and
then uses voting to determine the optimal option.
Because it averages the outcomes, the ensemble
technique is superior than a single decision tree in that

it lessens over-fitting.

5.5 Decision Tree (DT)
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One of the most effective supervised learning methods
for both classification and regression applications is the
decision tree. It creates a tree structure resembling a
flowchart where each internal node represents a test
on an attribute, each branch a test result, and each leaf
node (terminal node) a class label. A stopping
requirement, such as the maximum depth of the tree or
the least number of samples needed to split a node, is
reached by repeatedly separating the training data into
subsets depending on the values of the attributes. One
of the most potent algorithms is this one. Additionally,
Random Forest, one of the most potent machine
learning algorithms, uses it to train on various subsets

of training data.

5.6 K- Nearest Neighbor (KNN)

By concentrating on the closest neighbor whose value
is already known, the Nearest Neighbor approach
locates the unknown data point. Try to locate the
nearest spot. The Nearest Neighbor mechanism can be
disassembled in one of two ways. Structure and
function are less frequently utilized when classification
methods based on nearest neighbors are applied. In the
scheme, K-NN [48] is referred to as a less approach. To
determine how many NN must be verified for each
sample data point in the class description, the KNN
method employs the NN for the value of k. NN
techniques may be divided into two categories: KNN-

dependent structure and KNN-less structure.

5.7 Naive Bayes (NB)

The naive Bayes classifier is a probabilistic classifier
built on the Bayes theorem that operates on the
presumption that each feature contributes equally and
independently to the target class [49]. The NB classifier
makes the assumption that each feature is separate
from the others and does not interact, therefore each
feature independently and equally influences the

likelihood that a sample belongs to a given class. The

NB classifier works well on big datasets with high
dimensionality and is computationally quick and easy
to deploy. The NB classifier is noise-resistant and well-

suited for real-time applications.

VI. Dataset

In the current generation, everyone's social life is now
entwined with online social networks. It has been
simpler to add new friends and stay in touch with them
and their updates. Online social networks have an
influence on a variety of fields, including research,
education, grassroots activism, commerce, and
employment [50]. These online social networks have
been the subject of research to see how they affect
people. This Twitter Dataset's main objective is to aid
in the study of "real-setting" deepfake social media text
detection. As each sample in this dataset is labelled
with the appropriate text generation technique
("human', 'GPT-2', 'RNN', or 'Others'), we are able to
comprehend how our detector behaves with respect to
each generative method in addition to [51] evaluating
the general accuracy of your deep-fake text detector.
Starting the research depicted in figure 1 requires a
collection of deep-fake social media postings [52]. The
tweets from each account pair (human and bot/s) were
randomly picked based on the least productive in order
to provide a dataset that was balanced across both
categories (‘human' and 'bot'). For instance, to obtain
the equivalent quantity of data, X tweets were selected
from the set of N tweets if the bot (human) account had
X tweets and the matching human (bot) account had N
tweets (with N>X). 25,836 tweets in total (half human,
half bot) were gathered. the screen name of the
account, indicating that tweets from each account
were sent to the train, validation, and test sets. First,
the entire dataset was divided into train and test sets,
with the train set receiving 90% of the total tweets and
the test set receiving the remaining 10%. The
validation set was created by selecting 10% of the

training tweets from the train set.
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Figure 1. The Twitter Deep Fake Text Dataset

VII.  Proposed Approach

We have provided an experimental model to construct
the necessary machine learning model for the early-
stage fake profile identification approach. Figure 2
illustrates this concept. This section provides a
description of the proposed model's specifics. With the
supplied false profile dataset, we provide supervised
learning method assessment [52]. The Twitter test
samples are contained in this.csv file (with comma-
separated values). There is at least one tweet in this
collection from each of the 40 accounts. Every Twitter
account only employs one generating technique. There

are a total of 29 characteristics in the dataset.

Segmentation
™ Twitter Data —

1

Training Twitter
Data Pattern Set

Testing Twitter
Data Pattern Set

= Preprocessing
Dataset

Validation
Train Model in Twitte

1 Twitter Data Se Data Set

Train Machine
Learning Algorithm
in Twitte

Figure 2. The Proposed Twitter Dataset Module

There are 29 attributes and one class label in the dataset,
which is a sizeable number of attributes. We are
working to simplify and hone the core characteristics.
Identification of the individual or profile is
accomplished using the characteristics ID, Name, and
screen_name. As a result, we only choose one of these

three traits from the group here; we choose the ID in

comparison to the other two attributes [53]. Moreover,
for profile identification, the properties statuses_count,
followers count, and favorites count are crucial. The
dataset also includes a listed count, which isn't very
useful in our opinion, thus we minimize this property.
In addition, it's crucial to know how old a profile is,
therefore the characteristic created at converts the date
and time into the number of days. Since a social
network profile will undoubtedly have a unique URL,
the URL element is removed. We take time zone into
consideration in comparison to the other two variables
since the attributes lang, time_zone, and location may
all be integrated into one. In this case, the two
properties default profile and default_profile_image is
combined into one as a true or false Boolean.
Additionally, the

profile_image url, and

attributes geo_enabled,

profile_banner url are
converted into Booleans. likewise, the Boolean value
for profile_background image url https is combined
the

profile_background_tile into a Boolean value, the non-

into  one. Following conversion  of

essential characteristics profile_sidebar_fill color,
profile background _image URL, profile link color,
and utc_offset is also eliminated [54]. Additionally,
Protected, Verified, and Description are utilized as
Booleans. The following characteristic, Updated, is
used to determine how recently a profile was updated
[55]. Dataset is eliminated as a superfluous attribute.
Preprocessing is done to clean up the data and raise its
quality in order to enhance learning outcomes. The
preprocessed data is then utilized to make decisions. In
order to construct training and testing data, previously
organized data is retained in a local database. In this
case, the training set consists of 90% of the data
instances that were randomly chosen. Furthermore, a
fourfold test dataset is constructed utilizing the idea of
n cross validation. Four folds of the 10% of randomly
chosen data are utilized to evaluate the data mining
Additionally,

advantage of the 70-30% ratio. The experimental

methods. experiments also make

system shown in figure 2 was created to learn about

data patterns and appropriately identify the data. Three
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supervised learning algorithms the C4.5 decision tree,
the ANN (Artificial Neural Network) [56], and the
KNN (k-nearest neighbor) algorithm are taken into
consideration in order to train the system. These
models take training datasets into account and generate
trained models appropriately. For instance, ANN
creates opaque models, whereas KNN and C4.5
algorithms create transparent models. After mastering
these models, applying them to the fourfold created
[57],

generating accurate classification results for the test

test dataset performing classification, and

datasets. The results of this model's performance are

shown in table 1 and table 2 below.

Table 1. The Model's Performance of Classification
Outcomes for the Test Datasets

Machine Learning Algorithms ~ Performance Summary for 90% - 10

Imperfection Rate Precision
k-Nearest Neighbors (KNN) 13.33% 86.67%
C4.5 Decision Tree 10.54% 89.46%
Artificial Neural Network (ANN) 1.81% 98.19%

Table 2. The Model's Validation of Classification
Outcomes for the Test Datasets

Machine Learning Algorithms Validation Summary for 70% - 30%
Imperfection Rate Precision
k-Nearest Neighbors (KNN) 18.13% 81.87%
(4.5 Decision Tree 17.44% 82.56%
Artificial Neural Network (ANN) 5.31% 94.69%

VIII.  Results Assessment

This section describes and contrasts the machine
learning algorithm's performance in the context of
identifying bogus profiles. For their comparative
performance research, the performance metrics listed

below are measured.

8.1 Precision

The of

correctness can be used to explain precision [58]. The

measurement algorithm classification
ratio of all patterns properly categorized to all patterns
needing Categorized can be used to quantify that. The

equation below may also be used to express it.

All Patterns Properly Categorized “
All Patterns Needing Categorized

Precision =

The figure 3 displays the algorithms' precision for the
overall precision. Here, the precision of the algorithm
is expressed as a percentage (%). According to the
results [59], the algorithm's performance is shown to
be successful with a 90-10 ratio as opposed to an 70-30

ratio.

Performance Summary for 90% - 10%

26.67% 89,46 98.19%
100.00%
80.00% -
60.00%
40.00% 13.33 10.54% Precision
20.00% - % Imperfection Rate
0.00%
k-Nearest C4.5 Decision Artificial
Neighbors Tree Neural
{KNN) Network (ANN)

B Imperfection Rate B Precision

Figure 3. The Model's Performance Summary

In addition, we discovered that the ANN perform
better than the other employed algorithms. Asa result,
both methods may be taken into consideration for the
suggested data model's implementation in the near

future.

8.2 Imperfection Rate

The algorithm's imperfection rate serves as a

performance indicator by showing how frequently [60]
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the algorithm is misclassified. This equation may be

used to calculate that.

Imperfection Rate =100— Precision
The figure 4 displays the imperfection rate of the

implemented methods. The effectiveness is evident for

both categories of validation ratios.

Validation Summary for 70% - 30%

81.87% 82.56%

100.00%
80.00%
60.00%
40.00% 1813 1744 e 3108 Precision
20.00% 4 Imperfection Rate
0.00%
k-Nearest C4.5 Decision Artificial
Neighbors Tree Neural
{KNN) Network (ANN)

m Imperfection Rate  ® Precision

Figure 4. The Model's Validation Summary

The validation ratio and imperfection rate (%) are
displayed on the respectively, to demonstrate how well
the algorithm performed. The system's performance
demonstrates that the ANN [61] report lower error
rates than other methods [62].

IX. Conclusion

The majority of people in the world today from young
children to elderly individuals spend a significant
amount of time on online social networks (OSNs),
communicating and exchanging information with
others there. Many people have a tendency to abuse
the social network platform because of the extensive
interconnectivity and extensive information sharing
offered by OSN. Making many false identities to get
various forms of unethical gains, such as targeting a
specific user or trying any other criminality, is one

method that individuals abuse social networks. They

communicate with one another, share information,
plan events, and even manage their own online
businesses using online social networks measured.
Attackers and imposters have been lured to OSNs
because of their rapid expansion and the enormous
amounts of personal data they gather from its users,
which they exploit to disseminate disruptive activities,
steal personal information, and publish false material.
The purpose of this study is to examine the strategies
and procedures employed for spotting false profiles on
various social media sites. Three machine learning
algorithms are used: the ANN, C4.5 decision trees, and
KNN. Additionally, the fourfold cross-validation
technique is employed to get performance, and
performance in terms of accuracy and imperfection
rate are measured. Two different validation ratios, 90-
10% and 70-30%, were employed. The table reports
the We

developed a classification approach that is efficient and

techniques' performance summaries.
accurate using the findings we got, and we then
utilized it to build a better model for detecting bogus

profiles.
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