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Data security was first sought for during the Spartan period. These days, efforts
are being made to broaden this area of study by challenging the status quo and

creating novel algorithms that outperform their weaker predecessors.

Unmanned aerial vehicles, or UAVs, are widely used in a variety of industries,

Publication Issue including agriculture, the military, healthcare, monitoring and surveillance, and
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many more, because of their svelte designs and adaptable mobility. In this post,
we go over the significance of drone technology as well as its growth and
demand. The study also discusses the current state of security concerns in real-
time settings and how quantum cryptography outperforms conventional
methods in protecting data. This inspires us to offer an overview of quantum
cryptography's significance, function, and advantages in protecting UAV
communications that go beyond 5G networks. Additionally, a unique layered
architectural approach based on quantum cryptography is suggested to ensure
excellent data security and effective transmission. A case study on the Internet
of Military Things' implementation in the battlefield is also included in this
presentation. The latency, security, and dependability of the suggested case study
system are taken into account while assessing its performance.

Keywords : Unmanned Aerial Vehicle, Quantum Computing, Quantum
Cryptography, Military, Blockchain, Security.

INTRODUCTION War I. UAVs have a restricted operational range and

are more like remote pilot control. Later on, the
Drones, sometimes referred to as unmanned aerial defense industry took notice of this attribute [1].
vehicles (UAVs), were initially created for military use.  Subsequently, this technology was used in a wide range

UAVs were upgraded in the early 1900s during World  of real-time applications, including package delivery,
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transportation, healthcare, and agriculture. In [2], the
about the value of UAVs in the

agriculture industry for a few particular uses, such sky-

authors talked

farming, precision farming, and irrigation system
monitoring. UAV technology is viewed as a potential
asset that might help in various sectors because to its
wider application breadth.

Pathak et al. [3] emphasized the usage of UAVs in the
gas and oil sectors, where they are used for long-

distance

airborne site supervision and leak detection. UAVs are
also used for work status monitoring and inspection at
civil construction sites.Drones are utilized in the
mining industry for 3D mine mapping and aerial
photography. Drones are useful in this pandemic-
affected environment for contactless healthcare
delivery and safety [4].

UAVs can be utilized for specimen transport and lab
monitoring in medical lab services. These days, UAVs
are utilized across the supply chain for intelligent
deliveries in logistics that are quick, efficient, and
economical. The previously listed uses of UAVs have
automated these industries' workflows in a way that
saves money and time. UAVs are becoming more and
more common and have left their imprint on the
international scene. The current global market size

evolution for UAVs is depicted in FIGURE 1.

Global Drone Market Size (2023-2030)

$260.5 Bn

$30.21Bn

Revenue (USD Mn/Bn)

2018 2019 2020 2021 2022 2023 2024 2025 2026 2027 2028 2029 2030

Figure 1: Market Size of drones across the globe.

There are $43.35billion drones on the market
worldwide as of 2023. The graph's upward-pointing
bars indicate the level of demand for UAVs. In India,
drones are creating a billion-dollar business. The data
that UAVs carry forms the foundation of cyberattacks
as their usage rises [5]. UAVs are therefore extremely
vulnerable to hostile activity. It is imperative that this
serious issue be resolved so that people can continue to
enjoy this privilege.

The authors of [7] spoke about how attackers may
easily capture unmanned aerial vehicles (UAVs) by
interfering with the UAVs' communication hub and
remote communication channels. A UAV using a
wireless communication channel to communicate with
other UAVs is very vulnerable to several types of
security attacks, including man-in-the-middle, ADS-B,
data alteration, denial of service, spying, and dispatch

system assaults.

The communication and cryptography protocols that
drone system architectures employ are the source of
the previously described assaults against UAVs.
Unmanned Aerial Vehicles (UAVs) employ many
communication methods to achieve successful drone
flight. UAVs have utilized a variety of worldwide
wireless communication technologies, including 3G,
4G, 5@, and 6G. The 3G era began in early 2000, with
communication delay ranging from 100 to 500 ms.
With a latency of less than 10 ms, 4G, the 3G network's
successor, became widely used in 2009. Then, in 2020,
5G networks with latency of less than 5 ms were
introduced. These standards' progression shows a
diminishing order of dependability.The network's
latency, or round-trip time, is a crucial component of
any UAV communication. A low latency network is
necessary for many sensitive applications, including
the military, intelligent transportation systems, and
healthcare. Such applications are very appropriate for
the 5G and 6G networks. A tiny bit of latency is
acceptable in several other applications, such aerial

photography, farming, site inspection, etc.
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To protect UAV communication, a variety of
cryptographic techniques have been employed. The
UAV

communication with cryptography have been covered

methods for establishing a successful
in the publications [8], [9]. The several methods used
to provide safe communication between UAVs are
displayed in FIGURE 2. For the purpose of securing
UAV communication, symmetric and asymmetric key
exchange techniques are mentioned. While just one
key is needed for safe data sharing in symmetric key
cryptography, two keys are utilized in asymmetric key
cryptography to encrypt the information sent. It is also
possible to achieve security in the communication

layer by protecting the UAV's physical layer.

Many strategies have been put out to stop assaults on
any specific communication channel. One use of
machine learning techniques is the detection of
malicious and invasive network activities. Machine
learning techniques are used in learning-based
intrusion detection systems. K-means clustering and
SVM are two examples of algorithms that identify a
pattern in the network to identify an intrusion.

The system's pre-defined rules are used in rule-based
intrusion detection. These guidelines are encoded on
the UAV's chip, and each one has a precise cut-off level
These

cryptography methods rely on laborious mathematical

that must be adhered to. antiquated

calculations. Because of this, these algorithms'
complexity is exponential. As a result, encryption and

decryption take longer.

The blockchain ecosystem is another example of a
communication security idea. Security issues in the
dissemination of vital information may be resolved by

blockchain-based UAV

communication. Blockchain fosters a decentralized

using a system in
atmosphere that promotes trust, transparency, and data
security [9]. It maintains several copies of the same data
on every network node, and data integrity is
guaranteed by its consensus procedures. It stops bad
in the communication

things from happening

environment. Even with the previously mentioned
advantages, the blockchain has drawbacks of its own.
In a blockchain system, mining a block takes time and
requires a lot of energy and resources.The current
approaches to protecting UAV communication are not
suitable for some delicate uses of UAVs where time is
constantly of the essence, including military operations
when UAVs must make snap choices. Therefore, we
UAV

require an improved method to enable
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Figure 2 : Various Techniques to Secure UAV
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Machine Learning )

communications

When we wish to use UAV technology in sensitive
sectors, the previously suggested solutions to the UAV
security and networking problems are impractical. In
order to address these problems, we provide in this
work a revolutionary architecture built on quantum
cryptography, which is far more dependable, safe,

quick, and trustworthy than traditional encryption.

1.1. Scope of research

A blockchain-based architecture called BHEALTH has
been developed by the authors in [10] as a way to
secure UAV-based healthcare
blockchain-based Healthcare 4.0 architecture with

systems. Next, a
UAYV path planning was described by Aggarwal et al.
[11]. The suggested architecture protects sensitive
medical data from cyberattacks and enables secure data
exchange. Next, a new cybersecurity paradigm for
UAVs that would enable safe and secure data transport
was proposed by Haque et al. [12]. a system that
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guarantees the security and privacy of data. Using
the

encrypted. Zhu et al. [13] provided an examination of

techniques from Steganography, data was
the use of blockchain technology in the military. Next,
in order to achieve high security and trust, Alladi et al.
[14] conducted a detailed investigation on the usage of
blockchain in UAV communication and submitted a
review paper. Then, in order to defend against
cyberattacks, Kumari et al. [15] presented a secure
UAYV architecture based on SDN and blockchain. The
goal of the planned effort was to grow and protect the
UAYV network. Neji et al. [16] presented the results of
a quantitative evaluation of crops conducted with
unmanned aerial vehicles. Algorithms like secure hash
algorithm (SHA), Rivest-Shamir-Adleman (RSA), and
others are used for communication security. The
comparison study of the current state-of-the-art
methods for safe UAV communications is displayed in
Table 1.

1.2. Motivation

Scholars and scientists now have a multitude of study
options to devote their attention to as a result of the
unexpected boom in the drone industry. Since the
application areas for drone deployment have been
determined, the popularity of these tiny IoT devices
with low power consumption is growing over time.
With their distinct qualities, potential drones can aid
in automating and regulating the sector. The main
ideas that drove this research project's continued

development of a proof of concept are as follows:

* Drones are adaptable enough to gather vital

information in remote areas, including

monitoring chemical pipelines and
comprehending volcanic eruptions. Up till now,
UAYV operability and safe communication have
been the main concerns.

*  Things might become worse in mission-critical
applications like the military, healthcare, and
intelligent transportation, where using drones to

collect vital data is essential.

+  Significant advancements and research in the field
of power-constrained Internet of Things (IoT)
devices expose them to security and privacy risks.

* It is imperative that communication be protected
as much as possible right now.

* This study's attempt to find the optimum
technology for UAV data transfer led them to
create a revolutionary architecture that enables

UAYV data transmission to be more safeguarded.

1.3. Research Contribution

The paper's principal research contributions are as

follows:

* To carefully examine the security flaws and
weaknesses in the blockchain- and cryptography-
based UAV communication technologies now in
use.

+ To the

conventional UAV communication system, we

address security concerns with
suggest a quantum cryptography-based UAV
communication system.

* To validate the proposed technology, we give a
case study on its implementation in the battlefield.

the

application's performance is assessed by taking

Furthermore, case study's suggested

latency and throughput characteristics into

account.

1.4. Organization

The remainder of the paper is set up as follows. The
background information on UAVs and quantum
cryptography is The

comprehensive explanation of the UAV and quantum

included in Section 2.

cryptography integration is provided in Section 3. The
UAV

communication system is presented in Section 4. The

suggested quantum  cryptography-based
case study of the suggested system in the context of a
military application is covered in Section 5. The
problems and unresolved concerns are covered in

Section 6. The paper is finally concluded in Section 7.
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healthcare system algonthm
using blockchain called

BHEALTH

tection against threats

Author | Year | Objective Blockeh-| Security Application | Results Pros Cons
ain? Algo-
rithm?
177 2018 secure andl operate yes UAVNet semi- PoG CONSLNSUS Every UAV  networks HUONOMOUS
A network  of  semi- cyber- monomons | algorithm uses | capable for read trons- information  exchange
autonomouns  Unmanned security UAVs partiioping  of  UAV | action and autopomous | clrcuits dynamic
Acrial Vehicles threats groups information exchange partiboning is required,
[ 2018 | Presented &  cyber- | No Steganography UAVs Ensures duta securty | Offers network secunity Too old techniue used
security framework and coafidentiality by and flexibility 1o achieve security
for securing UAV  data wiloring traditional se-
COMMUNICATON Cunty solutions
15 2019 | Blockehain  Technology | yes immutable Networked Developers will be able | Hyper-ledger widens the | construct rehable UAV
for Networked Swarms ledger Swarms  of o design  trustworthy swarm  UAV  environ systems
of UAVs technology UAVs UAV systems e,
1ol 2009 | Communication technol- | no RSA.AES, | Agnculure | Zighee is no fonger the | The besttechnology that | The recontiguruble UAV
ogy for Unmanned Acrial etc ideal contender for the | carmies the communica can upgrade its commu
Vehicles BVLOS siwation be- | tion between UAV and | nication technology in
cause of hmited range GCS. nominal and  degruded
settings,
[ 2020 | To secure UAV-based | Yes Classxc Healthcare Threat analysis and pro- | No motivation 1o reward

andl improve  valicatos

performance

Healtheare 4.0 based

[ 2020 | Presented the role of Yes Blockchum Military It 15 a survey of the | Focused towards the | High cost and process
blockehain  technology benefits of blockchainin | military applications | ing required
in military  applicaton military applications and security
prospects

151 2020 | Presented a blockchain- | Yes Blockchain UAV com- | SDN-based secure UAV | Considered network | No implementation
based decentralized and munscalion network management management along with
secure  architecture  to security
mitigate cyber-attacks

179] 2020 Blockchaan and | yes Blockchum Military Preventing cyber- | Offers secunily o the | Only focused on devices
UAV-assisted secure attacks in intermet of military network in proximity
communication for military things network
military applications

1] 2021 UAV Path Planmng for yes blockchain- Healthcare Architecture offers datn | The architecture Storage capiciy  issue

transfer method and pro-
tecting sensitive health-
care information

provides & distributed
platform  for  UAVs
SNSUNes security.

because of the large
amount of real-time data
in Gigabytes

Table 1: Analysis of various existing state-of-the-art techniques for secure UAV communications

2. BACKGROUND CONCEPTS
This section provides a quick overview of the essential
principles related to blockchain technology, quantum

cryptography, and UAVs and their applications.

2.1 Unmanned Aerial Vehical : Application and

Security Prespective.

Unmanned aerial vehicles, or drones, have proliferated

in the last several years. They are widely used for both

military and non-military purposes. The military UAV
market is anticipated to grow to 26.11 billion USD by
2028 [20]. According to a number of studies, the usage
of UAVs for non-military purposes may soon outpace
that of UAVs for military purposes, hence removing
the need for further wars. A UAV is a self-contained,
remote-controlled vehicle.

One of two methods can be used to operate a UAV: (i)
self-control or (ii) ground control channel (GCS).
Recent years have seen a rise in research and
development, which has enhanced the utilization of
UAVs. Hackers and attackers may find UAVs to be an

enticing target because they are common and safe
targets. As technology advances, there are a few
security solutions for communication between UAVs.
Most of these concepts are still in the ideation phase or

are only suggestions.

A. Application scenarios of UAV’s

This section identifies a number of unique situations in
which UAVs can produce valuable data, and the same
data can be utilized for further in-depth analysis and
astute real-time decision-making. A overview of
several real-time UAV application scenarios, including
agricultural, healthcare, and volcano monitoring, is
provided in Table 3.

B. Security issues in UAV’s

Typically, communication protocols like MAVLink,
UranusLink, and UAVCAN are used to facilitate
and GCS [31].

Messages are sent using these protocols while a GCS is

communication between UAVs
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communicating. It's possible that the majority of
security procedures in place weren't meant for
situations like this.

They either don't use resources efficiently or don't
provide safety precautions while wusing these
communication platforms. The most popular and
commonly used method of this kind of communication
between GCS and UAVs is MAVLink. But there isn't a
secret method for protecting lightweight protocols.
Security is a major concern while using any digital
technology. Security is much more of a concern
because of the unmanned nature of the UAV and
distant wireless connection. The worried UAVs are
more likely to lose their communication routes if
attackers take over the flying cell base stations.
Moreover, they could encounter serious interference
issues while utilizing line-of-sight (LOS) connectivity

[32].

Thus, when there is an open wireless communication

channel, the security of UAV communication is crucial.

UAVs are extremely susceptible to several types of
cyberattacks, the goal of which is to jeopardize the data
and infrastructure integrity and privacy. Attacks using
keylogging and eavesdropping might jeopardize the
privacy of data transmitted between UAVs and GCS.
Unauthorized access to private information is thus
caused by a lack of efficient communication and

encryption standards.

Keyloggers are computer programs that capture data
typed into a keyboard. They were first created to keep
an eye on kids' activities, track sensitive information
employees input, and find criminals [33]. Keyloggers
are being used more and more to steal data. Either in
UAVs, where the privacy of data sent between many
UAVs is compromised, or in ATMs, where keyboard
sniffers can recover pins. Keyloggers are invisible to
antivirus software and can access your data remotely
via the Internet. The process of listening to signals

without authorization is known as eavesdropping, and

it may be used to manage communications between
many UAVs.

There is also a chance that deauthentication, GPS
spoofing [34], and message injection attacks would
alter data that is transferred and attempt to take over
the UAV and its communication system, which might
lead to causalities. Based on satellites, the GPS
navigation system gives users information about the
location and arrangement of traffic. In GPS spoofing,
high-power devices send fake GPS signals, which cause
nodes to accept the false signals in place of the real ones.
It can result in UAV nodes being seized, crashing, or
colliding with one another, which makes it risky.
Pseudo-legitimate messages injected with a genuine
message's structure are known as message injections.
These signals deceive the aircraft or the computer at
the ground station into believing it to be an actual

plane.

2.2 Quantum Cryptography

The goal of quantum cryptography is to enable
communication between two users via more secure
channels than those provided by conventional
cryptography.
traditionally based on mathematics and considered the

Cryptographic security was
limitations of our current computing capacity. It was
believed that breaking a cryptographic code would
require factoring extraordinarily large numbers into
two primes, usually longer than 100 digits. This task
was thought to be unachievable in a reasonable amount
of time (less than a million years), even if all of the
computers in use today focused only on one such
problem. Nonetheless, this does not exclude the future
discovery of an algorithm that is sufficiently efficient

to do factoring rapidly.

Rather
cryptography, quantum cryptography facilitates a

than  dispensing with  conventional

more secure key exchange for encoding and decoding.

Although quantum cryptography cannot transport
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very big or quick amounts of data, it can transfer
incredibly safe amounts of data. The secret key is sent
using quantum coding to maximize speed, size, and
security of the transfer; the data is encoded and sent

using conventional techniques and algorithms. By

ensuring that their key is as safe as current technology
allows it to be, users may increase their level of

anonymity while still exchanging data as fast as feasible.

to understand their physiological conditions
remotely

Applications Objective Roles of UAV technology
Smart  healthcare | Generate, monitor, and analysis patient’s | UAVs can be used o deliver medicines 1o critical
[21] health data using smant wearable devices | patients and take immediate real-time actions in

case of medical emergencies (in situations like
pandemics)

Volcuno monitoring

The change n the Volcanic erupting arcas

UAVs are helpful in gathering real-time data of the

122]) needs real-time images and environmental | nearby volcanic disasters for immediate decisions
data for preventive measures

Smarnt  agnculture | Surveillance of crops in the form of images | UAVs can be used to strengthen smart agriculture

[2] or video feeds and precision imigation. It analyzes the real-time
conditions of agricultural land and is also helpful
In Walerng crops

Iraffic  monitoring | Real-time traffic data momitoring and o an- | UAVs can be used to control traffic and monitor

[23] alyze on a timely basis those who disobey traffic rules

Social  Distancing | The distancing data between people across | UAVs can be used to monitor the social distancing

[24] the desired region or place while monitoring | during the pandemic situations (COVID-19 let's
suy)

Forest  mspection | Real-time  detection and monitoring  of | UAVs can be uvsed to monitor amimals on the

[25] wildlife activities verge of extinction. Real-time notifications can be

enerated in case of urgency
)

Coastal engineerin
£ 4

To acquire landscape data for monitonng the

UAVs can be used herein o surveil the water

projects | 7] buildings

[26] coastal shore activities behavior in coastal areas to assess the storm sit-
uations
Construction To monitor the work progress at high floored | To capture the work done on daily basis for

tracking progress by civil engineer can be done
using UAVs, it can be deployed anywhere in the
construction site especially in the sk prone high
under construction buildings

Archacology | %]
ical insights

To survey the archacological sites for histor-

The mobility of drones allow them to travel any-
where for remote monitoring. This trait can be
used for drone archacology survey

Disaster The pre and post disaster activities can be
management identified and communicated via drones
(=]

In an area hit by either an accident or natural
calamity, pcople can be saved and found (in case
of lost). The rapid damage assessment can also be
performed using drones

Smart parking | 1]

To study the parking lots using UAVs

The proper studving of huge parking lots without
putting more cost into human labour. UAVs can
be installed m the required parking area for better
and fast parking facilities

Table 2. Summary of selected real-time UAV application scenarios

A) Quantum Key Distribution (QKD)

Through the use of quantum communication, this
sophisticated quantum cryptography system creates a
public key between two parties without disclosing the
secret to a third party. If an outsider or listener tries to
find out The quantum states being broadcast over a
channel may be disturbed, revealing more about the
key that Alice and Bob see being put up. The two

parties in communication will be able to detect the

intervention. They are commonly used to secure the
connection in the conventional manner after they have
already been created. One-time pads and other suitable
cryptography can be utilized with the sent key, for
[39].
It is feasible to conceptually illustrate the security of

instance

quantum key deployment by tracing the actions of
eavesdroppers along the process, something that is not
achievable with standard key distribution. Although

certain basic presumptions are necessary, like the
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validity of quantum physics and Alice and Bob's ability
to trust one another, Eve shouldn't be allowed to pose
as either Alice or Bob since it may lead to a man-in-
the-middle assault.

B) Mistrustful Quantum Cryptography

People that use distrusting cryptography don't trust
each other very much. When Alice and Bob, the
participants, provide their own private feedback while
working to finish a survey, for instance. Conversely,
Alice doesn't think highly of Bob, and Bob Has little
trust in Alice. Therefore, when the calculation is
completed, Alice must certify that Bob did not cheat,
and Bob must confirm that Alice did not cheat in order
cryptographic
techniques that are deemed untrustworthy encompass

to secure work. Cryptographic

secure accounting and commitment systems, as well as

money transfers and irreversible transactions.

B Alice Bob 3
Message Public (insecure) channel Message

Dﬁ Encoder Encoded message —> Decoder HD
L Quantum key distribution channel J
Random secret key —>

Figure 3: Quantum Cryptography

3. INTEGRATION OF UAV’S AND QUANTUM
CRYPTOGRAPHY

UAVs are susceptible to a wide range of cyberattacks.
such as open Wi-Fi, GPS jamming, spoofing, password
theft, man-in-the-middle attacks, and denial of service
(DoS) attacks. A strike against A drone might be
possible in a number of ways. Brute-force attacks,
password theft, and mathematical attacks are a few
examples. By managing the communication between
the two parties, MITM has access to confidential data
without the user's awareness or consent. When a drone
is GPS spoofing, its attacker transmits misleading
signals route.

regarding its flying

The de-authentication program will impose a speed
limit on the data transport. In light of this, quantum
cryptography offers a unique defense against UAV
UAV

communication, it makes use of features of quantum

cyberattacks methodology. To  protect
physics. The superposition and entanglement features
of quantum computers allow them to perform
transactions much faster than conventional computers

while consuming a lot less energy.

A) Quantum Entanglement

When actions are taken on one particle, they affect the
other regardless of their distance from one another due
to a property known as quantum entanglement, which
is seen at the subatomic level. Entanglement in
quantum mechanics is a characteristic of quantum
mechanics. It is the basis for the interaction gap
between quantum and conventional mechanics
techniques. Physical properties that can be fully
integrated in some circumstances include location,
pressure, spin, and segmentation as determined by
imprisoned particles. When one particle rotates
clockwise along the first axis and zero spins generate
reduced particles, the second particle's rotation
measured along the same axis opposes the motion of

the clock.

In the case of entangled particles, a measurement
might have system-wide effects.

Nonetheless, research has shown that the polarization
or spins of entangled particles at various places
statistically violate Bell's inequalities, supporting the
theory of quantum mechanics.

forecasts that seem contradictory. Results for one event
that was clearly diverted to the area could not be ruled
out, and for the second part of the term in earlier
testing, the results are in. The distances between the
components allowed for the creation of a link with the
speed of light, although in one case, the distance may
have been 10,000 times greater than the time between

measurements. It has been demonstrated that electrons,
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photons, neutrinos, buckyball molecules, and even

small diamonds may all exhibit quantum entanglement.

a topic that is now being researched and innovatively
used in relationship, computer, and quantum radar

applications.

B) Quantum Superposition

The argument posits that legitimate quantum states can
be joined (or "superposed") to create a new one
appropriate quantum state. Each quantum state may be
represented as the sum of two or more distinct unique
states, which is similar to how waves work in
conventional physics. The basic locations of quantum
computing, 0 and 1, are superposed to form a quantum
conceptual qubit state. In Dirac notation, which has
been enhanced in classical logic by measurement, the
quantum state is always 0. There is always truth to the
first condition. A qubit, in contrast to traditional bits,
may exist in two states simultaneously and can only
exist in one of them: 0 or 1. Consequently, it is seldom
0.0-1.0 to determine if a qubit is 0 or 1. The same qubits
are not always measured with the same outcome.
Therefore, these two characteristics of quantum
computing are superior to those of traditional
cryptography. We are utilizing these qualities for that

reason.

4. THE PROPOSED QUANTUM CRYPTOGRAPHY
BASED SOLUTION

The UAV

communications is described in this section and is

suggested architecture for secure

based on quantum cryptography. Based on quantum

cryptography, we provide a wunique layered
architecture that renders UAV communication
unbreakable.

The control layer, Internet layer, quantum security

layer, physical/UAV layer, and monitoring layer make

up the tiered suggested architecture seen in Figure 4.
The next subsections include a thorough explanation of

each layer.

Monitoring Layer

Physical/UAV Layer

Quantum Security Layer
(BB84 Protocol)

internet Layer
(Beyond 5G)

Control Layer
(Ground Control Layer)

Figure 4: The proposed Layered Architecture
A) Monitoring Layer

This layer's only goal is to collect data from all of the
desired places. Locations such as L1 (city), L2 (water
body), and L3 (forest region) are regarded as entities in
this case L4 (the boundary between two regions) and
several more locations such that {L1, L2, L3,..., LX } €
Lall. A vast quantity of data with a range of attributes,
including variety, volume, and velocity, may be
produced by any La € Lall, where "a" is any arbitrary
whole number. Here, data can be produced as an image
or as a stream of pictures, or videos. The location-
specific factors determine how frequently data is
every Lall.

For instance, data unique to borders (L4) might

generated  in given lLa €
produce data on events occurring over the border, but
data generated by L3 can correspond to disasters
occurring within the densely forested area that need
surveillance.Thus, in accordance with the needs of the

application, this layer is primarily in charge of creating
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data from any given environment. All of the ground
work, which would be extremely challenging for
people to execute manually, is completed by the
monitoring layer. To gather all the necessary data for
additional analysis, the monitoring layer uses UAV
cameras. The monitoring layer employs the below

formulas for operation.

a,X>0,a<X (1)
Lall 6 != NULL, LX € Lall (2)

Equation (1) places restrictions on the location entity.
It turns any random location set Lall into a finite set.
Conversely, Equation (2) ensures that there is at least
one Lall place where monitoring has to be done. The
monitoring layer cannot function in real time without
these two equations. Next, the data produced by any Lx

is sent to the topmost tier of the architectural stack.

B) Physical / UAV Layer

This layer contains the real UAVs that are physically
stationed at any specific La 1lla Lall site in order to
generate data. The lightweight hardware of UAVs
makes them portable, affordable, and simple to operate.
Because of this, it is a highly attractive option for on-
site deployment for any type of location-based survey
or information generation work. The UAVs on the
surveillance area fly in three dimensions above the
ground. This layer has the ability to create a chain of
drones that communicate with one another. We also
call this UAV swarming. When many drones
coordinate with one another to complete a certain task,
this is known as UAV swarming. We can use UAV
layering to provide long-distance communication as
each deployed UAV has a limited range. This allows us

to teleport information to a remote area.

UAV swarm technology therefore enters the picture.
By employing UAVs to relay communications, it is
possible to conserve UAVs that are using limited

energy and send messages over a longer distance than

what is predetermined for UAVs. The group of UAVs
stationed on the ground, designated as {U1, U2, U3....,
Un }, create the transmission chain where necessary
attention is needed in this particular situation. In this
layer, the several potential cyberattacks covered in
Section 2 seem important. For mission-specific
applications, where data integrity and confidentiality
are critical outcomes and UAVs are utilized, a
cyberattack might result in significant losses. For these
reasons, we utilize the quantum layer, which is the
next layer in the architectural stack that is suggested.
A system can attain a higher architectural security than
classical security, which is vulnerable to cyber-
invasions, by utilizing a variety of quantum mechanics
features.

C) Quantum Layer

Secure data transfer takes place in this layer, producing
data from the layers above. Here, we employ quantum
cryptography as a benefit to shield Lall's sensitive data
from the oversight layer. In order to enable secure
communication, quantum cryptography makes use of
physics principles. Using currently available QKD
protocols, we safely exchange the private key in this
case by utilizing a quantum key distribution paradigm.
A protocol like that is the BB84 protocol, which is

explained.

Alice (Sender) Bob (Receiver)

|

|

| OICICIE)
|

Q) g% Gmaron G
|

|

|

|

|

|

|

|

0111000100110...
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l Secret Key
\“ 1 Classical Channel —§
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Figure 5: BB84 Protocol Structure
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1) BB84 Protocol

The polarization of a single photon state is used in this
protocol, known as BB84, to explain data transfer.
The BB84 protocol flow is depicted in FIGURE 6.
However, the two pairs of neighboring states that are
useful for the protocol and the contrast-to-coded states
seen in many fiber-based implementations are
specified as BB84. An exchange of quantum states is
possible through a quantum communication channel
that links the transmitter (U1) and receiver (U2) of the
two parties (two UAVs, the UAV, and the ground
control station). In terms of photons, this usually refers
to an open-plan setting or a fiber-optic link.
Conventional media, such as radio and the internet,
can also be used for public communication. Assuming
that an adversary can obstruct the quantum channel in
any manner, the protocol is based on the assumption
that the classical channel has to be confirmed. Protocol
security is guaranteed by the use of encryption for data
in non-orthogonal states. This inability to measure
these states without destroying the original state is
known as quantum uncertainty. The two states of the
BB84 are at opposite angles to one another, and every
pair is linked to another pair. It is used to describe two
orthogonal states as the "basis."

Quantum transmission is the first step of BB84. The
sender generates a random bit, either 0 or 1, and then
chooses between the two bases—rectilinear or

diagonal, as given by Eq. (3).

Basis = {R, D} (3)
R =1{0, 90} (4)
D = {45, 135} (5)

As seen in the following FIGURE 6, the value of the
bits and the base controls the polarization of both
photons.One is recorded as in the diagonal basis (x) of
the 135 state, while zero is encoded as in the

polarization of the drive's vertical position in a

rectilinear basis (+). Egs. (4) and (5) help you visualize
this.

'_ Transmitting station bit 0 1 1 0 1 0 0 1

Transmitting station basis ~ + [+ X+ X] X . X |+

e t —'\ ! T '\ / / ._’

' Recelving station basis ' + . X . X . X . + . X . + . +

‘ Receling measurement T . / ‘ ® . /' . — ‘ Pl . e . —
(;on:'n‘nnel dls;usslcn . - 4 4

Shared ey 7 0 - . 1 ‘ ‘ V 0 ‘ V 1

Figure 6: BB84 protocol working with shared key.

U2 is unsure of the optimal basis for photon storage. He
is thus limited to choosing an arbitrary foundation,
such as measuring in diagonal or rectilinear space. The
measurement result for every photon is obtained,
together with a record of the measurement time. The
center of the system's activity is U2, who is speaking to
U1 on the public classical channel. The foundation for
sending the bits is then made public by the sender.The
accuracy of the basis used to measure the qubit states is
then confirmed by the U2. In this way, the shared
random key is produced between two parties when the
wrong measurements are subsequently discarded by
both sides. Now, a predefined subset of the bit strings
that remain for the sender and recipient are compared.
The receiver's observations will be biased if there is
information available to a third party regarding the
photons' polarization. Errors may also arise from other
factors, such as environmental influences. Because the
security of the key cannot be guaranteed, they reject
the key and restart, maybe with a different quantum

channel, when more than p bits disagree.

D) Internet Layer

The data path between two areas is made via the
internet layer. High speed (Sx = up to 2 GBits/s [50])
may be achieved with 5G, one of the newest mobile
communication technologies. Here, the internet layer

utilizes technologies beyond 5G networks. The
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rationale behind utilizing beyond 5G is its capacity to
offer scalability, huge spectrum (better than previous
generations), low latency (< 1 millisecond), and
pervasive connection. In keeping with virtualization,
all of these characteristics facilitate rapid data flow in
UAV swarming networks. Information transmission
delays are intolerable for many sensitive applications,
including those in the medical field, emergency

management, military, etc.

E) Control Layer

In the architectural stack, it is the last layer. It is made
up of a centralized data and control center for
unmanned aerial vehicles (UAVs) that stores and
retrieves real-time data produced by the layers
above.This layer includes a suitable cloud-based
architecture, all storage facilities, and quantum
computing equipment. On the servers, the Lall data
will be kept. Real quantum computers at the control
station can be used to execute the QKD between any
arbitrarily chosen Ua and Ub where a,b € Uall
Additionally, this layer is in charge of managing the

ground-based UAYV activities.

5. Conclusion

Since drone usage is becoming more and more
commonplace worldwide, this study is primarily
the security of UAV

communication. Because of its widespread use across

focused on enhancing
many industries, data created and delivered by UAVs
is valued highly. In the realm of cryptography today,
the actual difficulties in managing data security and
transport need to be solved. This research examined
the UAV

communication in mission-specific applications. Here,

several facets of ensuring secure
we take advantage of quantum cryptography's
properties as well as those of networks that go beyond
5G to increase drone communication's ability to secure
data transport and data itself. Specifically, we have

incorporated BB84, a quantum cryptography method

that is exceedingly secure and distinct from the current

standard cryptography techniques.

The work that has been suggested above is especially
useful in situations where there is a need for specialized
infrastructure or when there is a need to complete a
task quickly.. Future directions for this research will
focus on implementing tamper-proof communication
between the drones and resolving any potential
obstacles.

In the area of drone communication, we want to create
a simulated or actual layered architecture and then
implement it using real quantum hardware (by
quantum infrastructure providers as IBM qiskit, AWS-
Braket, etc.). Quantum technology, which will surpass
conventional methods of data security, is what

cryptography has to look forward to.
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