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ABSTRACT

Block chain is an encrypted, distributed database that records data or it is digital ledger of any transaction,
contracts that needs to be independently recorded. Block chain is the new paradigm, which is for distributing
time-stamped digital records. It is a decentralized technology managed by cluster of computers. The
decentralized, immutable, secure and transparent nature of block chain technology makes it so fascinating for
all researchers. Block chain technology is a trending research area with wider challenges in almost all fields of
applications. The paper aims to narrate the importance of this technology for the future, its advantages and its
wide applications in various fields. Block chain application list include financial services, government services,
health care, cryptography, commercial applications, entertainments and educational sectors etc.
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I. INTRODUCTION

Firstly, let us understand the words block and chain. Block refers to a pack of sequence increasing list of digital
records. The given blocks of digital records are linked as a linear chain and security is provided using
cryptographic hash functions like SHA-256 and are time stamped [1]. Actually, a block chain is a type of data
structure that provides secure and valid achievement of distributed agreement of digital ledger. A block, which
is a pack of data, is processed using mining techniques for fitting the data as a block and is secured. To the new
block that is formed, a hash of the previous block is included and therefore forming a chronologically ordered
chain from the first block to the new block. This process repeats with new added blocks and the network is
thus maintained.

Block chain technology adapts a distributed environment and the only trust is the consensus among the
participants of the network. A transaction on the block chain is immutable, which means that no one in the
network can edit it after it was recorded - there are no exceptions. Although if you make a mistake
unintentionally, it is impossible to correct or delete it. In order to repair the issue, a new transaction should be
created, that will reference the incorrect entry in the database. All recorded data are made visible thus making
the entire process transparent. Moreover, block chain is a decentralized digital network as centralized systems

suffers from single point of failure due to technical errors and security attacks [2].
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II. 3TYPES OF BLOCK CHAIN
There are majorly four types of Block chain.

1. Public Block chain
It is an unpermitted distributed ledger on which anybody can join and conduct transactions. It is a non-
restrictive form of the ledger in which each peer has a copy. This also means that anyone with an internet

connection can access the public block chain.

PUBLIC BLOCKCHAIN
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This user has access to historical and contemporary records and the ability to perform mining operations. These
complex computations must be performed to verify transactions and add them to the ledger. On the block
chain network, no valid record or transaction may be altered. Because the source code is usually open, anybody

can check the transactions, uncover problems, and suggest fixes.

Advantages of Public Block chain:

e  Trustable: Public Block chain nodes do not need to know or trust each other because the proof-of-work
procedure ensures no fraudulent transactions.

e Secure: A public network can have as many participants or nodes as it wants, making it a secure network.
The higher the network's size, the more records are distributed, and the more difficult it is for hackers to
hack the all network.

e Open and Transparent: The data on a public block chain is transparent to all member nodes. Every

authorized node has a copy of the block chain records or digital ledger.

Disadvantages of Public Block chain:
e Lower TPS: The number of transactions per second in a public block chain is extremely low. This is
because it is a large network with many nodes, which take time to verify a transaction and do proof-of-

work.

Volume 9, Issue 7, March-April-2023| http://ijsrcseit.com



RACSMIT-2023 Published on Marth 15, 2023 Page No : 118-125

e  Scalability Issues: Its transactions are processed and completed slowly. This harms scalability. Because the
more we try to expand the network's size, the slower it will become.
e High Energy Consumption: The proof-of-work device is expensive and requires lots of energy. Technology

will undoubtedly need to develop energy-efficient consensus methods.

Uses of Public Block chain:
e Voting: Governments can use a public block chain to vote, ensuring openness and trust.

e  Fundraising: Businesses or initiatives can use the public Block chain to improve transparency and trust.

2. Private Block chain
A block chain network operates in a private context, such as a restricted network, or is controlled by a single
identity. While it has a similar peer-to-peer connection and decentralization to a public block chain network,

this Block chain is far smaller.

PRIVATE BLOCKCHAIN

They are often run on a small network within a firm or organization rather than open to anybody who wants
to contribute processing power. Permission block chains and business block chains are two more terms for

them.

Advantages of Private Block chain:

e  Speed: Private Block chain transactions are faster. because this private block network has a smaller number
of nodes, which shortens the time it takes to verify a transaction.

e  Scalability: You can tailor the size of your private block chain to meet your specific requirements. This
makes private block chains particularly scalable since they allow companies to easily raise or decrease their

network size.

Disadvantages of Private Block chain:

e  Trust Building: In a private network, there are fewer participants than in a private network.

e Lower Security: A private block chain network has fewer nodes or members, so it is more vulnerable to a
security compromise.

e Centralization: Private Block chains are limited in that they require a central Identity and Access
Management (IAM) system to function. This system provides full administrative and monitoring

capabilities.
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Uses of Private Block chain:
e  Supply Chain Management: A private block chain can be used to manage a company's supply chain.
e  Asset Ownership: A private block chain can be used to track and verify assets.

e Internal Voting: Internal voting is also possible with a private block chain.

3. Hybrid Block chain

Organizations who expect the best of both worlds use a hybrid block chain, which combines the features of
both private and public block chains. It enables enterprises to construct a private, permission-based system
alongside a public, permission less system, allowing them to choose who has access to certain Block chain data

and what data is made public.
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In a hybrid block chain, transactions and records are typically not made public, but they can be validated if

necessary by granting access via a smart contract.

Advantages of Hybrid Block chain —

e  Secure: Hybrid block chain operates within a closed environment, preventing outside hackers from
launching a 51 percent attack on the network.

e  Cost-Effective: It also safeguards privacy while allowing third-party contact. Transactions are inexpensive

and quick and scale better than a public block chain network.

Disadvantages of Hybrid Block chain:

e Lack of Transparency: Because information can be hidden, this type of block chain isn’t completely
transparent.

e  Less Incentive: Upgrading can be difficult, and users have no incentive to participate in or contribute to

the network.

Uses of Hybrid Block chain:
e Real Estate: Real-estate companies can use hybrid networks to run their systems and offer information to
the public.

e  Retail: The hybrid network can also help retailers streamline their processes.
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e Highly Regulated Markets: Hybrid block chains are also well suited to highly regulated areas like the

banking sector.

4. Consortium Block chain

The same hybrid block chain has both private and public block chain features, a Consortium block chain, also

known as a federated block chain, does. However, it differs because it involves various organizational members

working together on a decentralized network.
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Predetermined nodes control the consensus methods in a consortium block chain. It has a validator node

responsible for initiating, receiving, and validating transactions. Transactions can be initiated or received by

member nodes.

Advantages of Consortium block chain.

e Secure: A consortium block chain is more secure, scalable, and efficient than a public block chain network.

It, like private and mixed block chains, has access controls.

Disadvantages of Consortium Block chain.

e Lack of Transparency: The consortium block chain has a lower degree of transparency. If a member node

is infiltrated, it can still be hacked, and the Block chain’s rules can render the network inoperable.

Uses of Consortium Block chain:

e Banking and Payments: A consortium can be formed by a group of banks working together. They have

control over which nodes will validate transactions.

e Research: A consortium block chain can be employed to share research data and outcomes.

e Food Tracking: It is also apt for food tracking [3].
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III. APPLICATION OF BLOCK CHAIN TECHNOLOGY IN VARIOUS FIELDS

e Finance: Block chain technology is being used for fund transfers at domestic and international level.
International level financial services are more beneficial as it is decentralized in nature on comparing to
domestic one which is more of centralized. Block chain in financial services such as banking sector is
believed to be power consuming and uses very less resources for ledger generation, maintenance and
storage [4]. The decentralized nature of block chain makes it more secure and recoverable. Moreover, the
current practice for fund transfer process at international level is time consuming and has high risks. Use
of block chain in fund transfer makes the process immediate secure and transparent.

e Energy Sector: Block chain technology is used in energy sectors for the purpose of billing, sales and
marketing, grid management and automation control and for providing security [5].

e  Urban development: It is being used in developing smart city projects on addressing the issues like fraud,
liability, and unskilled service providers [6].

e  Property and its Rights: Block chain systems could be used to track legal ownership of a property. The
smart contract system and decentralized nature of the technology may aid in “rewriting the basic tenets of
property law, constitutional rights, and even judicial enforcement of law” [7].

e Education and Innovation: Various proposals have been made in using block chain technology in
education field. The idea is to record the continuous process of education across various Universities. This
includes learner’s activity, record of innovative creations, marks scored, course completion details,
certificate distribution and other management activities [8]

e Media and Entertainment: Another use case of block chain is “Intellectual property protection for digital
media”, for preserving transaction trails and content Internet of Things (IoT): The Internet of Things (IoT)
is the connecting of smart gadgets over the internet. The storage of IoT data in shared block chain ledgers
allows all parties to track the provenance of components throughout the device's lifetime. Providing this
information to regulatory bodies, shippers, manufacturers, and other interested parties is secure, simple,
and cost effective [9]. The Internet of Things (IoT) is being utilized to track the level of safety of key
machines as well as their maintenance. IoT enabled block chain provides a tamper free ledger of
operational data and the resulting maintenance. Modification histories, and provide tamper detection for
digital image management and distribution [10].

e Health and Food safety: The well-being of a human is taken care by health and food safety and supply
chain department. Use of block chain in health care ensures transparency of medical data, improves
clinical trial process on imparting secure access methods to data [11]. It improves the system of food chain
supply and drug chain supply with resilient methods. This technology also helps people to claim for
medical insurance and on the other hand handles false claims [12].

e Transportation: Transportation could be made block chain based which include vehicle information
management including speed control, goods transportation and management, intelligently managing the
road traffic and managing taxi hiring systems [13].

e Business services: Use of block chain in business services encourages in building unbreakable smart
contracts and allows to store digitally permanent, audit-able records in cloud storage that show
stakeholders the state of the product at each value-added step. Electronic voting in business sector is

possible with block chain technology [14]. We know that, the product in a market is manufactured using
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various components from different suppliers. Supply chain communication could be securely established
using block chain.

e Voting: Block chain can be used to create secure and transparent voting systems, where each vote is
recorded on the block chain and cannot be tampered with. Overall, block chain technology has the
potential to transform many industries by increasing transparency, security, and efficiency [15].

e  Smart Contracts: Block chain can enable the creation of smart contracts, which are self-executing contracts
with the terms of the agreement directly written into lines of code. This allows for secure and automated
transactions without intermediaries.

e Digital Identity: Block chain can help create secure and decentralized digital identity systems, where
individuals have control over their personal information and can choose what data they want to share
with whom [16].

IV. CONCLUSION

The properties of block chain technology makes it to apply for almost all real time applications and thus
making all smart process today a smarter one. The potential of block chain is realized both at academic and
industry level. Many block chain techniques are being proposed and is being standardized. But, apart from
standardization it is necessary to test the block chain techniques based on various sectors. Therefore testing
algorithms are required for block chain techniques. Though block chain is decentralized, it is centralized for a
particular organization. It is necessary to make block chain technology fully decentralized. To improve the field
of big data analytics, it should be enabled with block chain techniques[5]. Block chain technique proposed
should apply a common standard across the various sector of an organization. The research should also focus on
the direction that whether block chain implementation will be supportive or affect an organization. Smart city
technologies and IoT controlled applications will be more effective, secure and avail transparent operation and
maintenance if incorporated with block chain Block chain technology could be applied for handling satellite

data communication. Thus this study provides a broader view of emerging block chain technology.
V. REFERENCES

[1].  https://www.blockchaintechnologies.com/blockchain-technology

[2]. Armbrust M, Fox A, Griffith R, Joseph AD, Katz R, Konwinski A, et al. A view of cloud computing.
Commun ACM 2010;53(4):50-8.

[3]. https://www.simplilearn.com/tutorials/blockchain-tutorial/types-of-blockchain

[4]. V. Buterin, “On public and private blockchains,” 2015. [Online].  Available:
https://blog.ethereum.org/2015/08/07/ on-public-and-private-blockchains/

[5]. Zheng, Zibin & Xie, Shaoan & Dai, Hong-Ning & Chen, Xiangping & Wang, Huaimin. (2017). An
Overview of Blockchain Technology: Architecture, Consensus, and Future Trends.
10.1109/BigDataCongress.2017.85.

[6]. V. Buterin, “A next-generation smart contract and decentralized application platform,” white paper,
2014.

Volume 9, Issue 7, March-April-2023| http://ijsrcseit.com



RACSMIT-2023 Published on Marth 15, 2023 Page No : 118-125

Greenspan G. MultiChain privateblockchain - Whitepaper,
(https://www.multichain.com/download/MultiChain-White-Paper.pdf), (2015).

Sharples, Mike, and John Domingue. "The blockchain and kudos: A distributed system for educational
record, reputation and reward." In European Conference on Technology Enhanced Learning, pp. 490-
496. Springer, Cham, 2016.

https://www.ibm.com/internet-of-things/trending/blockchain.

. Xu R, Zhang L, Zhao H, Peng Y. Design of network media’s digital rights management scheme based on

blockchain technology. In2017 IEEE 13th International Symposium on Autonomous Decentralized
System (ISADS) 2017 Mar 22 (pp. 128-133). IEEE

. Zhang P, Schmidt DC, White J, Lenz G. Blockchain technology use cases in healthcare. InAdvances in

Computers 2018 Jan 1 (Vol. 111, pp. 1-41). Elsevier.

. Raikwar M, Mazumdar S, Ruj S, Gupta SS, Chattopadhyay A, Lam KY. A blockchain framework for

insurance processes. In2018 9th IFIP International Conference on New Technologies, Mobility and
Security (NTMS) 2018 Feb 26 (pp. 1-4). IEEE.

. Brousmiche KL, Heno T, Poulain C, Dalmieres A, Hamida EB. Digitizing, securing and sharing vehicles

life-cycle over a consortium blockchain: Lessons learned. In2018 9th IFIP International Conference on
New Technologies, Mobility and Security (NTMS) 2018 Feb 26 (pp. 1-5). IEEE.

. Mendling J, Weber I, Aalst WV, Brocke JV, Cabanillas C, Daniel F, Debois S, Ciccio CD, Dumas M,

Dustdar S, Gal A. Blockchains for business process management-challenges and opportunities. ACM
Transactions on Management Information Systems (TMIS). 2018 Feb 26;9(1):1-6.

. https://www.simplilearn.com/tutorials/blockchain-tutorial/types-of-blockchain
. https://chat.openai.com/chat

Volume 9, Issue 7, March-April-2023| http://ijsrcseit.com



