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ABSTRACT 

 

Electronically communicating has increased in the covid scenario giving birth 

too numerous new styles to transmit information securely and robustly. So to 

achieve communication in secured way audio steganography can be used. Audio 

steganography is a method to hide text message in audio. In this paper, 

comparison between Least Significant bit (LSB) and phase encoding 

steganographic methods are carried out by implementing these techniques. Also 

the audio extraction features like amplitude envelope, Root mean squared 

energy, Zero crossing rate, Band energy ratio, Spectral centroid, Spectral 

bandwidth and mfccs. 

Keywords : Audio steganography, steganographic methods, phase encoding, 

Least Significant bit (LSB) 

 

I. INTRODUCTION 

 

As internet applications have a huge demand and new 

technologies are been introduced, there is an 

increased possibility of attacks. Hence, there are 

issues like security and confidentiality. Steganography 

is the technique that can be used to solve these issues 

where the secret message is embedded on the sender 

side and retrieving it on the receiver side. 

The data that is protected using images may not be 

always safe. Audio steganography is the most difficult 

technique to hide data when compared to image and 

video steganography since the Human Auditory 

System (HAS) is more sensitive than the human visual 

system. Audio Steganography hides the secret 

message in an audio file, the resulting message is 

called a stego message, which can be called encoding, 

and a stego message is transmitted to the receiver 

side, the process can be called decoding. Before 

implementing audio steganography: capacity, 

transparency, and robustness are the conditions that 

need to be remembered. In this paper, we have 

implemented two audio steganography techniques 

that are Least Significant bit (LSB) and phase 

encoding followed by some feature extraction. 

 

II. AUDIO STEGANOGRAPHY 

 

Audio steganography is a steganography method that 

uses an audio file as the stego message. In this method, 

the message to hide can be audio, image or text. This 

method requires revision of audio signal in an 

imperceptible manner. 

http://ijsrcseit.com/
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Figure 1. General Audio Steganography Block 

Diagram 

 

III. Approach 

A. Least Significant Bit (LSB) 

The Least Significant Bit is one of the earliest methods 

used to hide information which comes under spatial 

domain methods. This method embeds the secret 

message into the least significant bit of audio file. 

Modification of audio files using LSB is achieved in 

such a way that the quality of the audio file is not 

compromised. This method helps to get high data 

embedding capacity and can be easily incorporated 

for hiding data. 

 

 

Figure 2. Flowchart for Least Significant Bit (LSB) 

B. Phase coding 

Phase coding is a transform domain method exploits 

the fact that Human Auditory System cannot 

recognize the phase change as easily as it can 

recognize the noise in the signal. It is based on the 

fact that phase components of sound are not 

as distinguishable to human ear as noise is. In Phase 

coding the secret message is encoded as phase shifts in 

the spectrum of a digital signal. The low transmission 

rate in phase coding is a disadvantage as the secret 

message is embedded only in the first signal segment. 

Increasing the length of the signal segment can 

increase the transmission rate but this would cause 

change of phase relations between each frequency 

component of a segment more excessively, which will 

help to make embedding easier to detect. 

 

 

Figure 3. Flowchart for Phase Coding 

 

IV. SYSTEM IMPLEMENTATION 

The proposed system consists of two sections, one at 

the sender side that is ENCODING and the other at 

the receiver side that is DECODING. The user should 

be able to select audio file to encode. The system has 

options to select steganography techniques then we 

need to enter text or message to be hidden. After 

pressing encode button the text is encoded. The stego 

audio is stored in a folder. The user at the receiver 

side should be able to extract or decode the secret 

message from the stego audio by selecting the stego 

audio, selecting the steganography techniques and 

press decode button to decode the message. 
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A. Interface 

The interface for Audio Steganography consists of 

two columns, the receiver side and sender side. There 

is an option to select the file to encode, also options to 

select audio steganography methods. 

 
Figure 4. Interface  

B. Encoding  

• Select the cover audio from the set of audio 

files at sender’s side. 

• Enter the secret message. 

• Embed the secret message to generate the 

stego Audio. 

 

 
Figure 5. Encoding for audio 1 

 
Figure 6. Encoding for audio 2 

 

 
Figure 7. Encoding for audio 3 

C. Decoding 

• Select the encoded audio from the set of audio 

files from the folder. 

• Secret message is extracted.  

• Later secret message is displayed. 

 
Figure 8. Decoding for audio 1 

 
Figure 9. Decoding for audio 2 

 
Figure 10. Decoding for audio 3 
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V. THE OUTCOME  

A. Numerical  

 

 

Table 1. Shows results for audio feature extraction 

B. Graphical 

 

 
 

Figure 11. Visualizing audio signal in the time domain 

for audio 1 and audios after encoding for both 

methods 

 

 
 

Figure 12. Visualizing audio signal in the time domain 

for audio 2 and audios after encoding for both 

methods 

 

 
 

Figure 13. Visualizing audio signal in the time domain 

for  audio 3 and audios after encoding for both 

methods 
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Figure 14. Extracting MFCCs for audio 1 and audios 

after encoding for both methods 

 

 

 

Figure 15. Extracting MFCCs for audio 2 and audios 

after encoding for both methods 

 

 

 

 
Figure 16. Extracting MFCCs for audio 3 and audios 

after encoding for both methods 

 

IV. CONCLUSION 

 

A system was implemented to perform audio 

steganography using LSB and Phase encoding 

techniques. Comparison has been performed between 

these techniques. From the experimental results, it 

has been observed that Phase encoding is more 

secured than LSB method. From the survey, it is clear 

that the spatial domain maximizes the data hiding 

capacity whereas the transform domain focuses on 

masking properties to make the noise generated by 

embedding data imperceptible. In addition, it can be 
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concluded that the transform domain is preferred 

over the spatial domain although this method has 

been designed for wav format; the method can be 

extended for any other type of audio file format.  

Also audio feature extraction are performed with 

visualization like amplitude envelope, Root-mean-

squared energy, Zero-crossing rate, Band Energy 

Ratio, Spectral centroid, Spectral bandwidth and 

Extracting MFCCs. 
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