Third International Conference on “Materials, Computing and Communication Technologies”

International Journal of Scientific Research in Computer Science,

Engineering and Information Technology | ISSN : 2456-3307 (WWW.ijSrcseit.com)

e-Health Care Management Systems and its Decentralized

Environment using Blockchain
1 Gajanan P. Arsalwad, °Dr. Sohel A. Bhura
12Babasaheb Naik College of Engineering, Pusad, Maharashtra, India

ABSTRACT

When it comes to the kind of work that falls under this category, there is no
Article Info room for taking any risks whatsoever. The health care industry is an especially
Volume 8, Issue 7 delicate one in which every decision must be made with the utmost caution. The
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focus of the BC technique in the health care industry. As a result of the fact that

Publication Issue : many concerns either avoid doing it or do it in an unreliable manner, there is a
May-June-2022 significant amount of uncertainty regarding the dependability of the data

generated by a concern. Therefore, using the BC technique when sharing data
Article History about health care will result in the creation of trust regarding the data that is
Accepted: 01 June 2022 shared. It is a question worth a billion dollars whether people will have access to

Published: 20 June 2022 health care records in this global arena. This is due to the fact that maintaining
the data's integrity is essential in order to keep track of patients or to develop
new solutions to diseases by maintaining a record of the health history. This will
also help researchers who are working in a particular field to come up with

solutions to recurrent health problems.
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[. INTRODUCTION

It has been suggested that the Internet of Things (IoT) [1] should serve as the basis for the intelligent and
healthy cities and regions of both today and the future [2]. There are blockchain solutions that are geospatially
enabled that make use of a crypto-spatial coordinate system in order to provide an immutable geographical
context, something that standard blockchains do not have [12]. These geospatial blockchains not only record
the precise time that an entry was made, but they also require and validate its associated proof of location. This
not only enables accurate spatio-temporal mapping of events that occur in the physical world, but it also
enables a wide variety of application possibilities that are based on smart cities and the Internet of Things [3].
In the not-too-distant future, it is anticipated that there will be an increase in demand for Internet of Things

(IoT) devices and applications that can negotiate with, and pay one other for secure, safe operation and services.
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Some examples of these Internet of Things devices include mobile and wearable devices that can be used to pay
for public transportation [4], as well as autonomous connected devices and vehicles for smart city
emergency/disaster response, such as a drone defibrillator, or a drone for the delivery of ordered medicines and
medical supplies [15, or a self-driving ambulance car, or helicopter. [Citation needed] The blockchain-powered,
distributed peer-to-peer apps that are powering these smart devices, drones, and vehicles would eliminate the
"middleman" and the dependence on third-party centralised providers, for navigation and other geospatial data.
Additionally, this would reduce the likelihood of an IoT-powered autonomous vehicle being hacked and driven
to the wrong location. Interoperability [7], security [8], and privacy, jurisdictional difficulties [9], and the need
to develop viable and sustainable economic models of deployment are some of the obstacles that blockchain
technologies are currently experiencing today. At the conclusion of this chapter, a short discussion of these

difficulties is going to be provided.

II. LEVELS OF HEALTHCARE MANAGEMENT

The provision of medical treatment is predicated mostly on the collaboration of skilled professionals working in
interdisciplinary teams. Teams of medical professionals, therapists, psychologists, and dentists, as well as public
health practitioners and community workers, collaborate on the delivery of preventative and rehabilitative
health services as part of this initiative. Even while all healthcare practitioners strive to accomplish the same
overarching aim, they may be broken down into one of three distinct groups.

Primary healthcare refers to the provision of medical services by medical professionals who are the patients'
first point of contact and consultation within the healthcare system. This category offers the greatest amount of
flexibility for persons of all ages, from all different socioeconomic situations, and living with a variety of
chronic conditions. As a result, the primary healthcare practitioner is anticipated to possess comprehensive
expertise in a variety of domains. The provision of primary healthcare is often important to the community at
large.

Secondary healthcare refers to the provision of intensive treatment for a disease that is severe but only
expected to last for a limited amount of time. It is possible to think of it as being synonymous with the
emergency department of the hospital. Patients are often obliged to see a primary practitioner for a referral
before consulting secondary care. This need is based on the policies and organisation norms that govern
healthcare organisations.

Tertiary healthcare is a specialist unit that is mostly consulted on the basis of referrals from primary or
secondary care. This segment of the healthcare industry is known as tertiary care. Because treatment in this
area demands a higher level of attention and more time, patients are often only assigned here when it is

anticipated that they may suffer from chronic conditions.

ITI. ISSUES AND CHALLENGES
In today's healthcare system, one of the most persistent challenges is figuring out how to boost patient
satisfaction while simultaneously lowering expenses and expanding revenue [10]. Even if a great number of
technological solutions have been developed in order to address the issues plaguing the sector, there are still a

great deal of obstacles to overcome in terms of protecting users' privacy and safety. Inefficiency still remains in
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the sector, despite the fact that various changes have been made, and this may occasionally lead to major
hazards to the lives of the patients involved [11]. In spite of the fact that the introduction of wire-free sensor
networks in the healthcare industry is becoming more widespread [12], the uses of blockchain technology in
the healthcare sector are going to cause a revolution in the way that the industry functions.

In [13] Because healthcare firms collect extremely sensitive patient data, the sector is a primary target for
cybercriminals. Due to the fact that healthcare companies are notoriously sluggish to react to problems of this
kind, this issue will continue to plague the industry. The presence of centralised systems that are responsible
for data maintenance makes the data more susceptible to being attacked over the internet. When a data breach
occurs, not only does it result in the disclosure of important patient information, but it also constitutes a
violation of the policies and procedures of the organisation, which in turn creates substantial risks for both the
business and the patients who are involved. As a full-time solution, healthcare institutions should use a system
that is not only more resilient but also safer in nature. This is in addition to taking measures to avoid cyber
crime.

Interoperability refers to the capacity of disparate information systems and software technologies, such as
Electronic Health Records (EHRs), to interact with one another and share data [14]. It is essential, for the
purpose of providing appropriate care and safety to people and communities [15], to make it possible for the
information to collaborate both inside and beyond the organisational boundaries. For instance, interoperability
enables healthcare providers to securely communicate patient data with one another regardless of the locations
of the parties participating in the exchange [16]. This is possible regardless of the trust relationship that exists
between the two parties.

It is very necessary to share data in a secure manner in order to offer patients with appropriate collaborative
therapy and care. Data sharing helps to improve diagnosis accuracy [17] by gathering confirmations and
opinions from a variety of specialists in the field. Inefficiencies and mistakes in the treatment plan and
medicines will be avoided as a result of this as well [18]. Patients are required, under today's healthcare systems,
to compile and share their medical records with their doctors, either in the form of paper copies or electronic
versions. This is despite the fact that data sharing is an extremely important aspect of the healthcare industry.
This procedure is ineffective since it is sluggish, unsafe, could be missing certain steps, and does not provide
context. The inefficient process for exchanging data is the root cause of a lack of trust among providers, as well
as a lack of interoperability across the many health systems and apps in use today.

The volume-based to the value-based paradigm change is now taking place within the healthcare business. In
the past, the providers were given financial incentives to increase the number of treatments they provided
since reimbursement was contingent on the total number of patient encounters. Care that is oriented on the
patient and of the highest quality may be made easier via the implementation of value-based medicine. Patients
are included in the decision-making process and given accurate information under this method. It also makes it
possible for the data to be gathered on the digital platform and makes it simple for them to access it, which
helps reduce the amount of information that is fragmented and inaccurate as a result of communication [19].
Patients should be able to choose to what extent they are willing to share their information and should have
the ability to control when and with whom their medical data are shared. In addition, it is necessary that
patients have the ability to control when and to whom their medical data are being shared. However, the
healthcare systems that are in place now do not provide such flexibility. Once a certain practitioner gets their

hands on a patient, the patient will be under their care indefinitely. The patient does not have the ability to
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change the access that has been granted to a specific provider under the existing system[20]. Therefore, if a
patient sees a number of different providers over the course of his lifetime, his private medical information will
be stored permanently at a number of different locations. This only causes a single supplier who is not current
with the most recent security procedures, therefore the danger of data theft is increased even if it is just one
provider[21].

The medical data include a vast quantity of information stored in a variety of forms, such as photographs and
scan results, which may be sent among a variety of stakeholders. Because of the limitations imposed by the
firewall settings or the bandwidth, it is impossible to exchange such a vast collection of data via an electronic
platform[22]. In addition, there is not a centralised platform or infrastructure that can collect, store, and
exchange the data that comes from a variety of sources. On a consistent basis, massive amounts of data are
created; yet, this information is dispersed among a variety of sources and parties, such as payers, patients, and
providers[23]. As a result, there is no central access point for healthcare professionals, making it impossible to

improve the quality of care patients get.

IV. DECENTRALIZED ENVIRONMENT
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Figure 1. Decentralized Environment
In their pioneering work [38], Haber and Stornetta were the first to show the concept of blockchain technology
via their study. [38] They proposed a chain of blocks that was both cryptographically protected and able to
store data in a manner that prevented any kind of tampering from being feasible thanks to the combination of
timestamps. The concept was advanced by using the principles of Merkel Tree in order to enhance the
efficiency and capacity for storage offered by the blockchain system [39]. However, the notion of blockchain
for bitcoin didn't emerge until 2008, and it wasn't until after that year that the technology really took off and
advanced at a rapid pace. The research on bitcoin and the technology that underpins it, known as blockchain,
was given by a person going by the name Satoshi Nakamoto [6], the identity of whom is not yet known. He

went on to explain how the decentralised feature of blockchain technology, which means that nobody will
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ever be in charge of anything, contributes to the enhancement of digital trust. The term "blockchain" refers to a
distributed ledger that was created by Satoshi Nakamoto in 2008 as the foundational idea for the digital
currency bitcoins [6]. Transactions between two parties may be carried out directly using blockchain
technology and cryptocurrencies, eliminating the need for a third party to serve as a middleman in the process.
The immutability, sequence, and integrity of the related transactions may all be guaranteed with the use of
cryptographic features that are assisted by blockchain [40]. This technology was developed with the intention
of removing the need for intermediate parties so that the interests of the parties engaged in a transaction could
continue to be protected while the expenses associated with using intermediary parties could be reduced. The
elimination of the need for centralised authorities in decentralised applications is perhaps the most
immediately apparent advantage offered by blockchain technology. When there are two or more parties
engaged in a transaction, the risk of a transaction stalling due to a single point of failure is reduced thanks to
blockchain technology, which eliminates the need for centralised authorities. Therefore, the transaction is
improved since it avoids the centralised third party, which also results in a reduction in the cost of the
transaction. A method known as consensus is used in order to eliminate any potential for disagreement. The
comparison between centralised and decentralised systems is shown in the next paragraphs. Even if there are a
number of different ledgers, all of the records are kept in a single location when using a centralised system. The
condition of the ledger is kept up to date by System ABC, as shown in Figure 10.2. In the event that there are
any disagreements about the current status of the ledger, the central authority ABC is approached for ultimate
adjudication. On the other hand, in a decentralised system, there is only one ledger, but each ledger stores an
identical copy of the records and provides equal access to the information it contains. The term "consensus"
refers to the state of the ledger at which all of the nodes in the network are in agreement. There are a variety of
approaches that may be used to reach a consensus. The use of blockchain technology has expanded outside the
realm of cryptocurrencies due to its transparent and auditable capacity to record and store transaction histories
[41]. This is despite blockchain's current preeminence in the cryptocurrency space. The disruptive nature of
this technology may be attributed to blockchain's inherent capacity to include smart contracts. Smart contracts
are nothing more than a logical code that is run through blockchain technology. These codes mimic the
standard contracts that are used. A smart contract not only governs the circumstances that need to be satisfied,
but it also manages the behaviour that has to occur in the event that these requirements are not met. As a result,
they may be used to automate a variety of tasks, including payments, paperwork, and so on. The capacity of
smart contracts to do away with the need for middlemen and to build confidence between the parties involved

in a transaction has caused a disruption in the use of technology in many different fields [41].

V. Analysis of Decentralized Environment

The performance of the blockchain, which should be checked for all factors that are relevant to the network's
latency, is the third component that has to be evaluated. The latency of the network is determined by many
factors, including the size of the block, the number of nodes that are participating, the anticipated size of the
transaction, and the access time of the queries. Testing for performance should determine whether controls,
such as auto-scaling, are required to make use of a cloud environment while dealing with chaotic conditions.

In conclusion, it is necessary to conduct security tests on blockchain against many types of threats.
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Figure 2. Transaction rate in Blockchain System
Another experiment that we have carried out in order to gain the scalability, flexibility, and resilience of the
system with the same machine capacity that we had examined in the previous experiment, but now we have
attempted with 20,000 transactions we create result in order to see what happens. Due to the increased number
of transactions, we now need more processing time to get the desired outcomes; nevertheless, this delay may be
seen as a hidden parameter that indicates how reliable our system is.
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Figure 3. Parameterize analysis
VI. CONCLUSION

The blockchain technology offers a distributed ledger system that verifies transactions and ensures that once
they are added to the chain, they cannot be altered in any way by unauthorised parties. In the event that
someone does attempt to tamper with the data, it is simple to identify the deviation from the pattern and take
preventative steps. Because the role of validating transactions is distributed among actors who have significant
investment in the network, which can be measured as proof of stake or proof of investment, blockchain also
eliminates the risks associated with a centralised architecture. This is accomplished through proof of

investment or proof of stake. Internet users now have the power to generate value and verify the authenticity
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of digital content thanks to a newly developed technology. It has the potential to transform a wide variety of

commercial applications, including the sharing economy, data management, and prediction markets, among

others. The findings of the survey that are reported in this article reveal that Blockchain technology offers a

number of particular benefits for healthcare applications in comparison to other applications. Utilizing a

lightweight distributed ledger system like IOTA is one way to further amplify the advantages offered by

blockchain technology.
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